@SENTIRE

Malicious Activity Assessment Services

Services Description. eSentire will implement one (1) esNETWORK sensor into Client premises, configured in
passive managed security mode (requires the ability to port-mirror the internal side of their firewall through the
switch's capabilities e.g. Cisco SPAN). The sensor will provide functionality that includes the following:

a. Analysis of network traffic which is captured as part of the esNETWORK that is deployed in the client
environment to identify malicious activity; and

b. Real time alerts for any potentially malicious activity from the eSentire 24/7/365 Security Operations
Center.
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